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Internet of Things Vision:  Empower People Through
Technology and Technology Through Intelligence

Ehe New York Times

riser's 4

| Bob Dale Worked
Bekind the Scenes
Trump Taiwan Call

Fashion’s Future, Printed to Order

chocri In the media
TechCrunct Ehe New JJork Times
GLAMOUR #&ANDYy  (OSMOPOLITAN
N Eaquinse
@MAXIM artopay INStyle

Customization / Personalizatior

Monitoring

e v Ten
1 &
O Yourlocation
- K
- o M
) i
c, 3 3 e
s,
'.. 1 Panc ¢ ¥ .
W smin  Every A
\ }
@ 959-1035am 36min e 0T W o
0 < © (e = Groster Angha |
@  10:00-10:50am 50 min N A D )
QEl G hogia
uuuuuu ey
@ 952-10:42am 50 min 3Vl 77 mien
O MEEEE = Goosterfogis § EED
oo Kong < Start i
~ -~ '-‘_

Optimization
Images and articleshttp:// postscapes.com/internebf-thingsexampleshttp:// www.cortexdynamo.com/en/buyobots-and-droidsstore/productsby-
companiesand-brands/irobot/homecleaningand-maintenance/roombaautomatedvacuumcleaner

http://www.nytimes.com/2016/12/05/business/fashionfuture-printed-to-order.html?smprod=nytcor@hone&smid=nytcoréphone-share&_r=0

‘

e

Smart Technologies



http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://postscapes.com/internet-of-things-examples
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner
http://www.cortexdynamo.com/en/buy-robots-and-droids-store/products-by-companies-and-brands/irobot/home-cleaning-and-maintenance/roomba-automated-vacuum-cleaner

Who Makes the Rules in the |10T?

HACKERS REMOTELY RILL A JEEP ON THE
HIGHWAY—WITH ME INIT
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It's time to regulate baby monltors

Thein
toacton
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The internet was designed to withstand a nuclear attack. But its creators
never imagined that baby monitors, toasters and smart TVs could bring it
to its knees. We need to make sure that the devices that make up the

internet of things can't be used in the kind of attack that almost broke the
#lato lact anth
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Alexa or not, voice-activated device called 911 during
violent domestic dispute

John Bacon, USA TODAY

Secret donations are helping to

fights with investigators

boost President Trump's agenda,
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Avrticles: https://www.wired.com/2015/07/hackersremotely-Kill-jeep-highwayhttp://www.computerworld.com/article/3137472/internebf-things/it-s-time-to-

regulatebabymonitors.htmt https://www.usatoday.com/story/news/nation/2017/07/11/voicectivatedcalthails911-duringviolentdomestic

dispute/467199001
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Realizing the vision of the IoT:
Social rules and governance

A Social rules help address:

I What is appropriate and inappropriate
behavior? What happens as a consequence of ¢y

: : . Physical
inappropriate behavior? /
I What is the public good? Whose responsibility
IS it to promote the public good?
I Who defines and enforces community and Biological
individual rights?
I Who adjudicates conflicts and how? loT rules will need to encompass all

entities in the |oT

A What does government do?
i D2OSNYYSYyid aAa | LREtAGAOIE aeadasSy o
or controlled. Thegovernments in charge of creating and regulating laws,

YFEYlF3IAYyT GKS SO2Y 2Y grefdreytRomS Y F2 NOA Yy 3
https://www.reference.com/governmenpolitics/governmentf228d84d469d2f4c
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loT Governance Structure will loT Technology Roadmap

A

need to cover a lot of ground What is the loTSocialRoadmap?
- . TECHNOLOGY ROADMAP: THE INTERNET OF THINGS
loT will increasingly blend cyber systems, Sy
the physical / naturaénvironment, and B riee
. . echnology Reac ILRE
humans / biological systems. R gARARL
. . . available spectrum
I Social rulesvill be needed thaapply to all Toeopetatonnd
. telepresence: Ability to
entities monorand confol
Abity of devices located st Physical-World
- . indoors {o receive Web
Governance structures will include policy, L re—
regulation community practice ot | sty
fo diffusion into 2nd
wave of applications | Suveilance, secury,
. . healthcare, transport,
Social structures need to evolweath ) DN e
. . . o Managemen Vertical-Market Applications
technology but not limiinnovation;the ks A,
. . . . | RFID tags for
time for nationakscale discussion and the ;aalnaliﬁsrﬁuting,l
e . inventorying, and loss
initial development of social and et Sppy G s
governance structures for the 1oT row
200 210 1) Time
Source: SRI Consulting Business Intelligence
Graph (public domain): en.wikipedia.org/wiki/Internet of Things#/media/File:Internet_of Things.png m )
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What Would Governance Mean for the l0T?

Adaptingthe World Governance Ind€kased on the UN Millennium Declaration),
critical themes for governance span key areas. In all instancesgjination of
technical and social approaches needed

WGI Theme loT Areas Where Governance Structufdeeded

Peace and A loT SecurityJrust, SafetyCrime

Security

Democracy and A Legal framework for determining appropriate and inappropriat
Rule of Law behavior

HumanRights A L2¢ &. Af € Rightfo PivadReght & cdftrol

and information, Right to opt out, etc. Framework for promoting
Participation GSlidz- tf AG@é YR LISYFtATAYy3 at
Sustainable A Architectures standards, policy, infrastructure, etc. to promote
development evolutionary and sustainable growth

Human A Digital ethics, use of technology to advance / actualize its
development participants and contribute to welbeing

@D >
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Responsibility and Accountability

DONOTENTER

i n t h e I O T Uber's self-driving cars are already getting into

scrapes on the streets of Pittsburgh

By Alison Griswold

Increasing autonomy brings questions of
responsibility, accountability, privacy:

A Who is accountablevhen yourselfdriving car hits
someone?

A Whatpolicy /regulation / rights are needell y |
-net¢ SYOPANBYYSYldl 6KSNBE @S
one another to make autonomous / group decisions?

A How shouldautonomoussystems decidéetween
multiple badoptions?

Image fromhttp:// www.businessinsider.com/apple
catastrophicallylate-to-selfdrivingcargame201 74 Eric
Risbergatrticle fromhttps://qz.com/798092/aself
drivinguber-carwent-the-wrong-way-on-a-one-way-
street-in-pittsburgh/
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How should we effectively regulate autonomous
systems to benefit individuals,
organizations, and society?

States with bills about setfriving vehicles o idisties ing Drones
% Of Section 333 Exemptions Issued in US
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http://cyberlaw.stanford.edu/wiki/index.php/Automated_Driv
gislative_and_Regulatory Action

Source: FAA, The Verge Drone Project, 2015

http://www.roboticstomorrow.com/news/2016/04/06/ieeestandards
associatiorintroducesglobatinitiative-for-ethicatconsiderationsn-the- -
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Openness and Privacy

SAMSUNG

A Who should control / access information FeSITn Coos
about you?

A What are your rights to:

I The data you generate?
I The data that is generated about you?
i hGKSNJ LIS2LX SQa R Gl

A Who should be able to view/use your
data and data about you (and under
what circumstances)?

I Companies? Bots? The Government?
I Inan emergency? When a crime is e R -
suspected? Anyme? A S g e R S

A When should the public good be more
important than individual privacy?
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Rights

I Right to be forgotten?
I Right to privacy?
I Right to delete your data?

I Right toopt out?

ORG  Nanotechnology - Physics Earth Astronomy & Space Technology [ Biology Other Scie

T ng htto prevail over the Hgywrlgtlt}toggforgotten puts privacy and free speech on a collision course
behavior / intention of -
autonomous systems?

ne ¢
o
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o
verizon

A How would we enforce these
rights in practice?

things we think are wrong or out of date? Ought we have a "right to be forgotten™?

http:// phys.org/news/2016L1-forgotten-privacyfree-speechcollision.html;

UNITED STATES
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Can you opt out of the loT?

A More environments will useurveillance,
monitoring, ortline acces4o operate,
customize experiencé&eep us safegrive
efficiency / profitability,etc. ~

I What happens when environments are
monitored by default?

»
I What happens when services, products .
are only available through the 10T? R
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